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1. Purpose

The purpose of this document is to provide general guidelines and best practices for interacting
with devices considered to be part of the “Internet of Things” (IoT). These interactions include
identification, seizure, preservation, acquisition/extraction, and analysis. This is a combined and
updated document intended to supersede 2023-03-31 SWGDE Best Practices for On-Site
Identification, Seizure, and Preservation of 10T Devices (22-F-001-2.0) and 2023-03-31 SWGDE
Best Practices for Internet of Things (1oT) Acquisition and Analysis (23-F-001-1.0), which are
now in archived status.

For the purposes of this document, the term “examiner” is used broadly to refer to individuals
who have specialized training, knowledge, skills, and abilities that allow them to handle a wide
range of technical issues related to digital forensics, and who may be performing technical tasks
to include collections, acquisitions, and/or analysis. The intended audience includes examiners
and any other stakeholders in an investigation who may be dealing with 10T devices, such as first
responders, investigators, attorneys who assist in the drafting of search warrants, and
judges/magistrates who grant search authority.

Also, for the purposes of this document, the term “collection” refers to any operations involved
in the gathering, seizing, etc., of items to be examined/analyzed.

2. Scope

loT devices can range from consumer devices such as smart home devices and wearable
technology, to industrial devices such as machinery, production equipment, and the systems and
assets that comprise a country’s critical infrastructure. This document focuses on IoT devices
marketed for personal and consumer/residential use and will address acquiring and analyzing
data derived from the internal storage capabilities of 10T devices as well as the integration of
data acquired from the Cloud, other collateral storage, and services in the examination of 10T
devices.

3. Limitations

This document is not all-inclusive, does not contain information relative to or in support of
specific commercial products, is not intended to be a training manual or to specify operating
procedures, and the ideas, concepts, and technical aspects of acquiring and analyzing data from
loT devices are strictly related to what was available at the time this document was created.

4. Considerations

There is no limit to the type of storage medium or format of the data that can be used by these
devices. Assumptions as to the type and location of potential artifacts should not be based on

make, device type, or model, owing to the variety of chip sets that may be contained in them,

changes that can occur from one software update to another, and other variables.

Due to the nature of technology, development, and manufacturing in the 10T space in particular,
changes can happen quickly. There may be added features or capabilities developed in the future,
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both on the tool side and on the forensic target device side, that could alter the acquisition and
analytic methodology addressed in this document, and any analysis or decision-making should
take these variables into account.

Not all skill sets overlap. For example, someone who is proficient on vehicle forensics may not
be as proficient with the considerations of drone seizure and acquisition. If a practitioner or other
stakeholder is dealing with technology outside their area of expertise, particularly in an active
environment (such as on-scene) where an incident has taken place that is now part of an
investigation, they should consult with an appropriate specialist. For recommendations on
training core competencies for 10T forensics, please see 2020-09-17 SWGDE Core
Competencies for Embedded Device Forensics_v1.0.

5. Overview

loT is a system of interrelated computing devices, which can be any combination of mechanical
and digital machines or objects, that are provided with unique identifiers and the ability to
transfer data over a network without requiring human-to-human or human-to-computer
interaction. Additional information can be found in SWGDE Technical Notes on Internet of
Things Devices_v1.0 and NIST Special Publication 1900-202, Cyber-Physical Systems and
Internet of Things.

Data can be generated by 10T devices in numerous ways (e.g., sensors, manual input, triggers,
etc.), and the data collected by 10T devices can be used for a variety of purposes, including
monitoring and controlling devices, automating processes, and improving efficiency.

The loT concept is based on the idea that everyday objects can be connected to the internet and
made to communicate with each other, creating a more connected and smarter world. This has
the potential to transform many industries and aspects of our daily lives, from healthcare and
transportation to agriculture and home automation.

loT devices frequently communicate through a local area network, such as a home router or
proprietary hub with wired and/or wireless access, typically send or receive commands and
information to/from cloud service providers and may allow human and other interactions using
companion applications. 10T devices can also communicate with other devices and services
through Bluetooth, mobile data (cellular), and proprietary and open-source communication
protocols (e.g., Zighee, Z-Wave).

As an example of an 10T recovered artifact, the communication between these devices is often
logged with date and time stamps. For example, a cellular phone being carried around a
residence that is paired with 10T devices in that same location will log when it connects. An
analysis of the log files from the IoT device can show when a phone or connected mobile device
was in the vicinity.

In addition to acquiring available data from the device, this document will provide
recommendations on additional items to consider that may be connected to the device via an
application, Wi-Fi or Bluetooth that may contain additional data related to connectivity.
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5.1 Artifact

An artifact can be defined as a single piece of identifiable data/information. In digital forensics,
artifacts of interest are those most likely to have probative value, and a complete artifact
reference would include its location within the device/dataset and suggested method of
extracting/parsing the data preparatory to analysis.

6. Reference Data

As 10T forensics is a relatively new practice, several organizations are working to provide
datasets and processes to the community. The information will not only assist with tool
development, but overall examiner understanding of the tasks involved in examining a device.
There are several databases where practitioners collaborate on 10T device forensics, to include
the following:

e NIST Computer Forensic Reference Dataset Portal https://www.nist.gov/programs-
projects/computer-forensic-reference-data-sets

e The Artifact Genome Project, University of New Haven
https://agp.newhaven.edu/about/start/

e Technical training organizations (e.g., NW3C, NCFI, FLETC, NCJTC)

e Educational institutions (e.g., Marshall University, Champlain College, Leahy Center for
Digital Forensics & Cybersecurity, Purdue University, Oklahoma State University)

7. ldentifying and Locating 10T Devices

Becoming familiar with 10T devices will assist in search warrant affidavits and identifying
devices on scene. Proper identification of 10T devices on scene is necessary due to the potential
investigative value of the data contained, much like a computer or mobile device. Artifacts
recovered from 10T devices may answer who, what, when, where, and why questions that other
devices may not; however, certain facts must be considered when identifying these devices.

A variety of 10T devices are currently available and the market is rapidly expanding. The usage
and capabilities of most devices are identifiable by the manufacturer’s marketing or user
materials and conducting online research. However, some IoT devices may not be easily
identifiable by their external appearance or markings. 10T devices have various functions and
capabilities, and for the purpose of identification these devices can be separated into several
classes, or groups of devices. The following is not meant to be an all-inclusive or comprehensive
list, but rather supply information related to the various classes to aid investigators in their
searches. For further reference, some examples of makes and models of devices have also been
included in some places.

e Smart Speakers — A smart speaker (also called a voice assistant speaker) is a
speaker/microphone combination device with an integrated virtual assistant that offers
interactive actions and hands-free activation with the help of an activation phrase, or “wake
word”. Users may personalize the functionality, such as by setting individual voice
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recognition or selecting a wake word other than the default. These devices may include, but
are not limited to:
o Amazon Echo Dot/Spot
o Google/Nest Home
e Smart Displays — Smart Displays are a smart speaker with an added screen to display
content, enabling visual interactions with the device as well. These devices may include, but
are not limited to:
o Amazon Echo Show
o Google Nest Hub
o Facebook/Meta Portal
e Wearables — Wearable technology (also called wearable gadgets) is a category of
technology devices that can be worn by a consumer. These devices may include, but are not
limited to:
o Watches and Fitness Trackers
=  Apple
=  Samsung Galaxy
= Google Pixel

»  Fitbit

=  Garmin

= Suunto
o Shoes

» Nike Adapt

= Under Armour HOVR
o Clothing

= Levi’s Commuter Jacket
= Siren Socks
= Hexoskin Shirts
o External medical Devices (e.g., Continuous Positive Airway Pressure [CPAP], hearing
aids, glucose/insulin pump)

e Smart Tags - An electronic tag with an embedded Radio-Frequency Identification (RFID),
Bluetooth Low Energy (BLE) or GPS device, attached to an object for the purposes of
tracking or storing data relating to its use. These devices may include, but are not limited to:
o AirTag

o Tile

o Chiplo

o FitBark
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Sensors — A sensor is a device that detects or measures a physical property and records,
indicates, or otherwise responds to it. These devices may include, but are not limited to:
o Motion

Lumens

Sound

Break/Separation Contact

Vibration

Position

Temperature

Humidity

Gas/Particulates

Control Systems — A control system bridges and manages, commands, directs, or regulates
the behavior of other devices or systems, and typically allows the manipulation of devices
by using mechanisms such as actuators and motors to convert energy into motion. These
devices may include, but are not limited to:

Door locks

Garage door openers

Irrigation

Fire suppression

Heating, Ventilation, and Air Conditioning (HVAC)

Capture — Devices that capture information/data, may store for later exfiltration, and may
broadcast data externally. These devices may include, but are not limited to:

Cameras (including smart doorbells)

Microphones

Magnetic Card Readers (Skimmers, Square, etc.)

Point of Sale (PoS) peripherals

Automated Teller Machines (ATM)

Implants — Devices not readily accessible, since they are designed to operate internally to
another body, typically a living being such as a human or animal. These devices may
include, but are not limited to:

o Cochlear

o Pacemaker/Defibrillator

o RFID Module

o Near-Field Communication (NFC) Module

Appliances — Machines/devices used to perform household functions. These devices may
include, but are not limited to:

o Refrigerators

O O 0O O O 0O O O

o O O O O

O O O O O
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o Coffee makers

o Washer & Dryers
o TVs

o Smart Locks

o Robotic vacuums

8. Collection

When collecting any digital evidence, it is best to first reference the SWGDE Best Practices for
Digital Evidence Collection. In addition to those best practices, the following should be
considered.

While documenting the scene, be sure to include the contents of a display or other device status
indicators, prior to taking any further action. Special attention should be paid to the preservation
process and its impact on collection, as well as the potential for additional evidence (e.g., latent
prints, DNA, spatter evidence on the surface of devices, etc.).

loT devices can be set up maliciously to create obstacles for law enforcement responding to
scenes, and while attempting to isolate a device, the collector also needs to be aware of trigger
events. Trigger events may include (but are not limited to) manipulation of the device itself,
motion/movement caused by collectors (which may be detected by connected sensors),
manipulation of connected switches (e.g., light switch), making sounds within a detectable
threshold of a device, disconnecting the power and/or data connection, etc. These actions may
cause an update/alteration of the data to be analyzed, possibly alert the owner to the collector’s
presence, and may cause a cascade of other trigger events to include events that may be
hazardous to the safety of the collector.

Some devices listen passively, and only trigger with the verbalization of an activation/wake
word. On scene this could be done accidentally, such as by one collector telling another that they
found an Alexa device, and the conversation was picked up by the microphone of a device using
“Alexa” as the wake word. A sampling of default “wake words” are as follows:

Device Virtual Assistant / Al Default Wake Word
Interface

Amazon Echo Alexa Alexa
Google Home Google Hey Google
OK Google

Facebook/Meta Portal Alexa Alexa
Hey Portal

Apple Home Pod Siri Hey Siri
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Many loT devices utilize multiple forms of communications technology, some of which may
even allow a device to serve as the central hub for user control of multiple other 10T devices.
Each device can have its own designated interface and features and is usually controlled via
application or home automation software. To find devices that may not be immediately apparent,
one may perform a wireless scan of a subject area using a variety of protocols e.g., 4G/5G
Cellular, Wi-Fi, Bluetooth, Zighee and Z-Wave. There is an assortment of tools to accomplish
this task, (e.g., Fing, Redfang) as part of the Kali Linux distribution (detects items in
promiscuous mode). Additionally, router reboots may assist in detecting additional devices
connected to the network. It is important to note that mesh networks such as Zigbee and Z-Wave
can add additional distance by serving as a “hop” to the primary device; therefore, at some
distances some but not all devices may be detected. Additionally, BLE devices may be sleeping
until woken.

As 10T devices may access the internet through hubs and routers, those items should be
identified as well. Consideration should also be taken in preserving (sending in a preservation
order) and capturing data that is possibly stored in the cloud, on mobile and other linked devices,
and with other parties.

Although many IoT devices may not currently store a significant amount of data on the device,
they could provide information leading to data stored elsewhere, such as with a cloud service
provider, personally owned computer, mobile device, or other 10T devices. Relevant data may be
accessible from those devices. If additional devices are discovered, the same collection and
acquisition procedures should be followed to secure/isolate the newly discovered devices.

Devices must be isolated from their network(s). One method of isolating a device from the
network is to unplug the power to the device or remove the battery power. If the device cannot
be powered off using these methods, use a Faraday isolation environment/container or other
network isolation method and treat all devices as though they have power and never place a loose
battery into a Faraday isolation container, as it could create a fire hazard or turn the shielding
material into an antenna. In cases where I0T devices are hardwired into power supplies, and first
responders lack either the knowledge or authority to remove the device, remove power at the
circuit breaker (being mindful of other devices of evidentiary interest that may be on the same
circuit). Where the power cannot be removed, and the devices cannot be directly isolated from
the network, removing Internet connectivity can be achieved by disconnecting the network cable,
wireless access point, switch, router, or modem. This action should be weighed against the
potential impact of removing network connectivity to any non-targeted devices. Be mindful of
loT devices that may be actively reporting their location (e.g., AirTags) that may be beaconing,
and possibly interacting with other devices (including that of the responder) in the environment.

Collection procedures are dependent on several device characteristics due to the disparate way
IoT devices receive power and communicate. The characteristics include the following items.

e Form Factor - The differences in the devices can range from the discreet to visually obvious.
Devices may contain any number of items to include cameras, microphones, or other
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9.

sensors that can be miniaturized and embedded in other objects. Radio frequency
technology may be used in less than intuitive ways, such as for motion detection.

Power - When collecting a device from a scene, to minimize changes one must remove
power from the device. Devices may be wired for power, run on a battery, or perhaps may
have both wired and battery power. Device configuration and hardware mounting, such as a
smart doorbell mounted to an exterior door frame, may make power assessment challenging
and require pre-collection research.

Artifact/Data Storage - 10T devices store artifacts across an array of locations. Probative
data may exist locally or remotely to a sensor or device and have finite storage and
persistence. One must be ready to collect a physical device and investigate a network
storage location. That location could be near the device, or within a vendor’s cloud storage.
Connectivity - 10T devices use several communication protocols. To properly seize and
preserve a device, one may need to assess if there is a presence of a hub, a router, or if the
device connects directly to the internet. In instances wherein a hub or a router are used,
those items should also be collected.

Artifact/Data Spoliation - Specific Considerations/Cautions (Instances where probative data
exists in volatile memory only or where data overwrites or appends in a finite storage
setting)

Specific Device Risk - Considerations or exposures to avoid (Instances where fragility,
temperature, moisture, or other sensitivity risk to the device and data exist)

Device Security - Considerations regarding security design (Technology designed to invoke
security related to locally stored data, network or ad hoc connections, and data transmission)
Identifiers - Taking pictures of the make/model/serial number and Media Access Control
(MAC) address of the device may be useful documentation when attempting to match
connections to other devices such as smartphones. Identifiers in an 10T Standard are
typically divided into the following categories:

o Object identifier

o Communication identifier

o Application identifier

Preservation

Just as the integrity of the data of more traditional devices needs to be preserved through write-
blocking or other means, 10T devices and associated applications similarly need information
protected and preserved.
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Each IoT device has different considerations. Maintaining power and/or connectivity on some
devices could be detrimental to preserving artifacts of interest while other devices must have
power and/or network connectivity maintained to preserve the data.

For 10T devices where power needs to be severed during collection procedures, one must ensure
all power and consequently all network connectivity to the device remains off throughout all
packaging, transport, and pre-examination storage. Beware of capabilities such as hibernation
mode, which may still allow network connectivity. This may require complete disassembly of
the device. In some instances, the battery may be embedded and not easily removable.

For devices containing volatile data or other considerations that require network connectivity,
time may be critical (such as in the case of certain location monitoring/tracking devices, where
analysis must be completed within a limited number of days of losing contact with the connected
account or data loss will occur) and analysis should be prioritized with these considerations in
mind.

Potential artifacts may also be stored at third party cloud service providers. As such, one should
send preservation notices to the appropriate providers as soon as any user accounts are realized.

10. Other Considerations

One of the major challenges in data acquisition from IoT devices is the lack of available training,
tools, research documents, and collection procedures. Manufacturers may be reluctant to provide
assistance or access to information regarding their proprietary intellectual property and may not
be forthright regarding the device or user data available.

Relevant investigative data may be found on one, or across multiple 10T devices in a network, as
they communicate and share data with each other. This data may be stored within a particular
device, within a companion app stored on a mobile device or tablet, or with a cloud service
provider. The totality of the scene, the nature of the investigation and the potential for a device to
store data of interest should dictate the necessity to interrogate or seize particular 10T devices.

There may also be data located in unexpected places due to the integration of devices and
platforms via third party and other connective services. An example of this is “If This Then
That” (IFTTT.com), which allows for triggers and data from one cloud (e.g., Amazon) to cause
events and/or replicate data in another cloud (e.g., Google) in ways that may not have been
originally intended or particularly advocated/featured by each manufacturer.

Many devices have the capability to record audio/video or perform live-listening which
collectors and others on-site should be cognizant of, as it may alert the owner to the presence of
people on-site and/or create concerns of recorded or broadcasted movement and conversations. If
an loT device records audio while investigators are on scene and the resulting speech-to-text
conversion is inaccurate, the statements made could be misinterpreted.

Some devices may require additional safety considerations (e.g., wearables have a higher
propensity of skin contact and may allow for transfer of pathogens or biological hazards. Some
devices may have moving parts that could cause bodily injury).
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11. Artifact Locations
loT devices commonly store data in one or more locations.

e Locally on the device

e Manufacturer Companion Applications/Programs

e Other connected devices

e Cloud Storage

e Communication/Networking Devices and Providers Router or Internet Service Provider logs
and transactional data

e Third Party Companion Applications and Cloud Storage

This information can be important investigative material and could also be used to gain access to
other devices that need to be considered for potential evidence. Examples of artifacts may
include:

e Connectivity logs, user information, time/date stamps

e SSIDs (identifying current and possibly even previous networks where the device has
established a connection)

e Passwords

e Bluetooth MAC addresses (of one or more of the devices that had been previously
connected)

e Modified, Accessed, and Created times

Regardless of whether it is suspected that the different locations will have the same or similar
artifacts, efforts should be made to analyze each location. Updates can change the content of
previously known artifacts, user activity can change artifacts in one location and the artifacts
from another location can help an examiner understand the changes, etc. Artifacts in all locations
should always be considered as a whole to form a complete picture.

11.1 Artifact Locations Locally on the Device

loT devices may locally store a variety of data, both persistently and in a volatile manner, that
could be relevant to an investigation.

e Persistent
o Data stored persistently is not purged when power is disconnected or when the storage
medium containing the data is removed from the environment/system.
e Volatile
o Data stored in a volatile manner is data that is more vulnerable to unintentional change
or loss and may be purged/lost or easily affected by changes to the
environment/system such as loss of power.
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11.2 Artifact Locations on Manufacturer Companion Applications/Programs

Program or application located on a connected mobile or computing device used for monitoring
and control of the 10T device being analyzed.

11.3 Artifact Locations on Other Connected Devices

Other devices may be connected within the same ecosystem or network. These may contain more
or less data and may or may not use the same storage type/standard with some data being volatile
and some being persistent. The consideration here is that more than one device may be part of
the full picture or the device of interest may not even contain the artifacts it is responsible for
generating.

11.4 Artifact Locations in Cloud Storage

Most readily accessible and retrievable data relating to an 10T device can be expected to reside
primarily within the manufacturer’s cloud or designated cloud service provider.

11.5 Artifact Locations on Communication/Networking Devices and Providers
e Artifacts may be found in such places and forms as:
e Transactional records and/or logs from a manufacturer’s device hub (if present)
e Logs from routers and network equipment
e Transactional records and/or logs from an Internet Service Provider
e Transactional records and/or logs from a Cellular Service Provider

11.6 Artifact Locations in Third-Party Companion Applications and Cloud Storage
Data may also be stored by third parties in a companion app and/or a third-party cloud location.

12. Assessment and Handling

Some devices may have special considerations, such as volatile data or connectivity needs. In
these cases, time may be of the essence (data loss may occur in the case of certain location
monitoring/tracking devices, where the analysis must be completed within a limited number of
days of losing contact with the owner) and analysis should be prioritized with these
considerations in mind.

Factors to consider:

e Determine the steps taken during seizure and preservation

e Assess the preserved state of the device and connected devices (if it’s in faraday isolation,
cloud preserved, etc.)

e Determine environmental needs for analysis and establish an appropriate environment

e Determine, if possible, the level of invasive analysis needed.
o Are Universal Serial Bus (USB) or other standard user-interface ports available
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o Are In-System Programming (ISP), Joint Test Action Group (JTAG), and/or Universal
Asynchronous Receiver-Transmitter (UART) connections and pinouts available
o Is chip-off necessary

13. Acquisition/Extraction

Some 10T devices are accessible through manufacturer-developed software or applications that
work across multiple operating systems. In contrast, others may be accessed through third-party
applications (e.g., video monitoring apps) or sub-applications. Some also may be accessible
through a web interface or Application Programming Interface (API) and may require an
authentication process to gain access. The technical capabilities and interactive monitoring or
control of comparable product offerings from different manufacturers may vary.

After receipt of an 10T device, there are many different aspects to consider prior to acquisition.
Before beginning an acquisition/extraction or analysis, community resources should be consulted
to see if tools, solutions, and/or methodologies have already been developed for the device. With
a constantly growing body of research and experience in the community, resources such as
crowdsourced forensics and developments in efforts such as artifact catalogs may be able to
provide substantial assistance as well as be benefitted from any new findings encountered in an
investigation.

Additional resources on these topics can be found at:

e Crowdsourcing forensics: Creating a curated catalog of digital forensic artifacts
https://doi.org/10.1111/1556-4029.15053

e The Artifact Genome Project
https://agp.newhaven.edu/login/?next=/

13.1 Acquisition/Extraction Locally on the Device
e Persistent
o Storage mediums capable of persistently storing data may vary in type and
standard. This type of storage is typically composed of embedded microchips that
operate using NOR or NAND standards in their various forms, each of which has
different options/considerations/tools/requirements for interfacing and processing.
For examples of working with persistent storage, potentially at the chip level, refer
to SWGDE Best Practices for Chip-Off, SWGDE Tech Notes regarding Chip-off
via Material Removal Using a Lap and Polish Process and SWGDE Best Practices
for Examining Mobile Phones Using JTAG.
e Volatile
o Not generally accessible with today’s technology and processing tools. At the time
of this publication, limited research exists regarding the viability of unencrypted
data recovery from volatile memory contained in 10T devices. Unless accessing
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volatile memory is necessary and critical to an investigation, 10T devices should
generally be powered off.

Technical investigators seeking information directly from an 10T device may be required to
utilize invasive, and potentially destructive, forensic techniques like those used for mobile
devices (e.g., smartphones and tablets). See SWGDE Best Practices for Mobile Device Evidence
Collection & Preservation, Handling, and Acquisition, SWGDE Best Practices for Chip-Off, and
SWGDE Tech Notes regarding Chip-off via Material Removal Using a Lap and Polish Process.
However, minimally invasive techniques (e.g., JTAG, ISP, UART) may be available to acquire
even a full physical acquisition of the on-board memory of 10T devices, see SWGDE Best
Practices for Examining Mobile Phones Using JTAG.

13.2 Acquisition/Extraction of Manufacturer Companion Applications/Programs

A platform, such as a mobile device or computer, that has been connected to an 10T device may
contain evidentiary data from the linked device, which can be recovered using traditional
forensic methods and tools.

13.3 Acquisition/Extraction of Other Connected Devices

Any additional connected devices should be processed with the same considerations and should
not necessarily be expected to be similar to one another, but artifacts recovered should have
consideration given as to how they corroborate as a whole.

13.4 Acquisition/Extraction of Cloud Storage

Accessing data derived from loT Cloud storage may require a legal process served upon the
cloud storage provider. Some cloud service providers may encrypt the data and a
decryption/forensic tool may be needed to view the data. See SWGDE Best Practices for Digital
Evidence Acquisition from Cloud Service Providers.

13.5 Acquisition/Extraction of Communication/Networking Devices and Providers

Analysis of network traffic of the device in its original environment may be necessary to
find/understand artifacts. Considerations may include:

e Communication/Networking equipment are typically embedded systems with similar
properties as loT devices (and are actually often considered to be 10T devices
themselves), so extracting transactional records and/or logs from physical equipment
may need to be extracted the same way and with the same considerations as an loT
device, with some data being persistent, some volatile, some requiring static analysis,
and some requiring dynamic analysis to be fully examined and/or understood.

o These types of artifacts may establish details such as when data was sent or
received, identifying information, addressing, etc., however, the content from the
device may be encrypted or otherwise protected/obfuscated.
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e Transactional records and/or logs from Internet Service Providers and Cellular Service
Providers may also be available and retrieved by methods such as subpoena request or
search warrant

13.6 Acquisition/Extraction of Third-Party Companion Applications/Programs and Cloud
Storage

loT devices often have additional functionality and connectivity available via third parties.
These third parties may gather and store data from devices the same as the device manufacturers
and not only may retain the same or even additional data than what the manufacturer preserves
but may also have different storage and handling requirements that do not have the same rigors
or legal restrictions.

e Examples of third parties could include entities such as media content providers for
smart speakers, monitoring entities for smart sensors, online data storage providers for
surveillance systems, services for augmenting and amplifying connectivity between
manufacturer ecosystems, and more.

14. Post Extraction/Acquisition Data Analysis

14.1 Post Extraction/Acquisition Data Analysis Locally on the Device
e Attempt to identify File System.

o File systems that are commonly implemented on 10T devices may include the
following: Unsorted Block Image File System (UBIFS), Yet Another Flash File
System (YAFFS), Temporary File System (TMPFS), or proprietary file systems.
There is little support for these file systems implemented in many digital forensics
software suites, and oftentimes files will need to be manually carved by the
examiner. Many of the files in these file systems that may be of interest are in the
form of log files written in a clear text format that some forensic tools may be able
to carve using their embedded functions.

o Unique operating systems may also be used, which may necessitate the use of
different examination methods and tools, even if a familiar file system is present.
These include operating systems, such as the Fire OS, used in a variety of Amazon
devices, and Tizen, which is used in devices such as Samsung Smart TVs.

e Determine forensic tool support and capability for the identified file system
o Consider using forensic tool or method to parse for potential artifacts if supported

14.2 Post Extraction/Acquisition Data Analysis of Manufacturer Companion
Applications/Programs

Just as with the acquisition/extraction, evidentiary data can be examined using traditional
forensic methods and tools.
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14.3 Post Extraction/Acquisition Data Analysis of Cloud Storage
Data retrieved from cloud storage locations can typically be either manually reviewed (as a

report product) or examined/analyzed using traditional forensic methods and tools.
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